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Reflective XSS Vulnerability Identification Model
Based on AST Analysis and Fuzzing
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Abstract: In view of the low detection efficiency and high false alarm rate of reflected XSS in Web applications a
reflected XSS vulnerability identification model based on AST analysis and Fuzzing is proposed. By sending the probe
payload to request the target Web page and according to the analysis result of the AST syntax tree it is preliminarily
determined that the Web page has the possibility of reflected XSS vulnerabilities. Then we confirm the suspicious XSS
injection point in the Web page according to the echo position of the probe payload and select the corresponding escape
technology and escape behavior to generate the initial attack payload. The initial attack load is combined with the bypass
rule library to generate an attack vector library and fuzz the suspiciousinjection points to confirm whether there is a
reflected XSS vulnerability. Experimental results show that compared with the Burp Suite and AWVS in the same
vulnerability environment the average number of requests during detection is less. Itensuresa low false alarm rate
andhas a high detection efficiency.
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