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CHAPTER
ONE

INTRO

CPG Ul Client is a GUI for command-line code analysis tools like Ocular and Joern. It provides a GUI skin, wrapping
many of these code analysis tool’s features and making it possible for analysts to perform code analysis in a code-
editor-like environment.

Analysts can: * manipulate workspaces and projects under them. * Run CPG queries in a command line-like terminal
or a more user-friendly query execution component. * Create, delete, view, and edit scala scripts used to automate
code analysis operations. * View repository folder structures and inspect repository files without having to open the
repository on a separate code editor. * View query latency in real time.

And many other minute but interesting interactions.
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CHAPTER

TWO

Below is a labeled diagram of the main sections of CPG UI Client;
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X42epp - CPG Ul Client

USAGE

ff xa2.c00

readonly mode

stduncs
"OPEN EDITOR '

OlbeRs
~ I cpp
D Makefile

D malloc-overflow.sc

D xaz.cpp

1 #include <iostream»

using namespace std;

2
4 int main(int argc, char *arge(]) {

5 Af (arge > 1 & std::string(argu(1]) == "427) {
6 :icerr << “It depends!\n*;

7

8

exit(42);
3
9 std::cout << “What is the meaning of life?\n*;
18 exit(8);
1

* /home/ raymond/Desktop/progranming/developement/ joern/code files/x42/cpp",
io.shiftleft. codepropertygraph.Cpg@2ddeScsa)) )

Newlocation]
= Some(value = @),

mona/Desktop/programming/develop
=1, = "int main (int,char * [ ]
( 4), filename

File Menu

Explorer section toggle control

Scripts section
Opened files section

Workspace section

Terminal section toggle control

Settings modal toggle control

Queries status section

Explorer section

Folders section

Server connection status section

Query input section

res6: Option[workspacehandling.Project] = Some(value = Project(projectFile = ProjectFile{inputPath =
name =

= List(NewLocation(node = Some{value = Method{ = 1008100, = “*,

sjoern/code files/x42/¢
symbol = "main”,
/ raymond/Desktop/progranming/developement/

"cpp”), path = /home/raymond/Desktop/workspace/cpp, cpg = Some(value =

= “int main (int argc,char *argv[]}", = Some(value = ),
one, = false, = Some(valve

ETHOD", methodShortName = “main”,
code_files/x42/cpp/X42.cpp”,

packageName = "*,

,
|

11

o,
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13. Terminal view section

14. Editor section

15. Terminal hide control

16. Terminal mode toggle control

17. Terminal minimize/maximize control

2.1 1. File Menu

This section contains the normal actions one would expect to be in the file menu section of every tool, plus actions that
are unique to code analytic tools like importing code and switching workspace:

Y New Script O x42.q
&2 Open File :
) Save Script ;
&, Import Code 3
r}.I" 4
o, Import Cpg 5
2 Switch Workspace ©
5C 7
% Reload 8
’
X Exit
. 10
: 11
v WORKSPACE : 12

WEB-IMF
ao

wules2 1A

2.2 2. Explorer section toggle control

This control button can be used to collapse and expand the whole explorer section.

2.3 3. Scripts section

This section is where all the scripts under the current default scripts folder are displayed. Scripts can be created, edited,
and deleted through the editor but other files can only be viewed on the editor. * To further organize your scripts, you

4 Chapter 2. Usage
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can add a special type of comment (e.g. //<tag>my new tag</tag>)

to your script files and the scripts will be organized according to the tag name added in the comment

File

EXPLORER [ x42.cpp [ malloc-leak.sc [ const-ish

SCRIPTS N\ scripts dev mode

NEW SCRIPTS 1 import io.shiftleft.codepropertygraph.Cpg
const-ish.sc 2 import io.shiftleft.codepropertygraph.generi
malloc-leak.sc 3 import io.shiftleft.codepropertygraph.generi
malloc-overflow.sc 4 import io.shiftleft.semanticcpg.language.
OLD SCRIPTS J A L._
pointer-to-int.sc //<tag=new scripts</tag>
syscalls.sc / ] . ]
userspace-memory- ) g @mi;; def main(): List[Call] = {

v OPENEDITOR 10 .call("malloc")

RERIERSECS NS OGS % 11 .filter { mallocCall =>

acc.ess.sc . 12 mallocCall.argument(1) match {

B e * 13 case subCall: =

syscalls.sc 14 suhCall .nampmzz Mneratars additim

* Clicking on the “more” icon at the top right-hand side of the script section reveals a hidden menu through which
you can perform actions such as deleting selected scripts or changing the default scripts folder.

ORER

TS

it-ish.sc
iter-to-int.sc
alls.sc

‘space-memaory-
155.5C

oc-leak.sc
loc-overflow.sc
‘uUncs.sc

{ EDITOR

Cpp

KSPACE

New Script

x

Switch Default Scripts Folder

Delete All

Delete Selected argc, char *argv[])
&& std: :string(an

J<< "It depends!\n"

8 }

9 std::cout << "What is the mean:
10 exit(0);

11}

12

* you can select multiple scripts to delete by holding down the “ctr]” button and clicking on the scripts you want

to select.

* To delete a single script, right-click on the script to reveal the “delete” context menu

2.3. 3. Scripts section
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2.4 4. Opened files section

Here you will see all the files that are currently open in the editor. Clicking on a file makes it the active file on the

editor

2.5 5. Workspace section

This section contains all the projects open in a particular workspace. * If the workspace does not contain any project,
you will be asked to import a project. * Clicking on the “more” icon at the top right-hand side of the workspace section

reveals a hidden menu where you can perform actions like importing a project, deleting a project, and

switching to a different workspace

File
EXPLORER

w SCRIPTS
const-ish.sc
pointer-to-int.sc
syscalls.sc

Userspace-memaory-
dCCess.5C

malloc-leak.sc
malloc-overflow.sc
list-Funcs.sc

~ OPEN EDITOR
X42.cpp

~ WORKSPACE
WEB-INF
go
vlc-3.0.16
C
cpp

[ X42.cpp

readonly mode

#include <iostream>

=

2 using namespace std;
3

(int argc, char *ar
gc > 1 && std::stri
Refresh -cerr << "It depend
Import Code 42);

Import C
Port-pg Blut << "What is the

* Right-clicking on individual projects also reveals a context menu where you open, close, and delete a single

project

Chapter 2. Usage
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vic-3.0.16

2.6 6. Terminal section toggle control

This control determines if the terminal section should be hidden or visible.

2.7 7. Settings modal toggle control

Clicking on this toggles the settings modal. In the settings, you can specify the URL (and WebSocket URL) to the
backend you want the client to connect. You can also change things like server authentication, font size, theme, large
folders to be ignored when rendering sections like the folder and scripts section.

2.6. 6. Terminal section toggle control 7
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X42.cpp - CPG Ul Client

Settings

http://localhost:8080

ws://localhost:8080/connect

16
/home/raymond/bin/joern/joen

node_modules, vendor, build, .g

Cancel

2.8 8. Queries status section

This indicates whether there is a currently running query or not, and how many queries have been run since the tool
was opened. Hovering on this section reveals additional details showing all previously ran queries, status (pending or
completed), and total time it took to run the query.

8 Chapter 2. Usage
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“ FOLDERS :
v cpp
[3 Makefile

4 malloc-overflow.sc

O X42.cpp

open(“cpp")

rest: Option[works
"/home/raymond/Des
io.shiftleft.codep

cpg.method. name("
workspace

resl2: List[NewlLoc
= Some(value = 0),
= Some(value = 11)
methodFullName "
classShortName

workspace 6.5Kms completed

open("cpp") 1.9Kms completed

cpg.method.n  1.5K completed
ms

L3

‘workspace 1K ms completed

4

2.9 9. Explorer section

This section houses other sections like folder section, workspace section, etc.

2.10 10. Folders section

This section is where the folder structure of the currently active project is displayed. * You can inspect the folders
and files of the currently active project. * When you click on a file in the folder section, the file will be opened in the
editor. * Clicking on the “more” icon at the top right-hand side of the folder reveals a hidden menu through which you
can change the folder in view by selecting any folder of your choice.

2.9. 9. Explorer section 9
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~overflow.sc / ex1t(4s);
1C5.5¢C 8 }
DITOR 9 stg::c0ut << "What ic
P »® 10 exit(o);
. 11}
PACE : 12
NF
16

-
pp
lakefile

1alloc-overflow.sc

42.cpp

open("cpp")

rest: Option[workspacehandlir

2.11 11. Server connection status section

This section indicates the Ul client’s connection status to the server. * If the server with the server URL in the settings
is not active, the connection status will be “failed” and queries won’t work. * You can right-click on this section to

manually connect and disconnect from the server

10
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/workspace/cpp, cpg = Some(value

gc,char *argv([])", Some(value e),
None, = false, = Some(value = 4),
"METHOD", methodShortName = "main",
n/code files/x42/cpp/X42.cpp",

Reconnect

F
égﬂmconnect

L ITITEwLvey

2.12 12. Query Input section

Just like you can perform certain actions (like opening, closing, and importing projects) through the GUI alone without
typing any queries, you can also choose to manually type your queries instead. * To type queries manually, this section
is where input your manual queries (in the more terminal-like view, you input your queries in a terminal-like view
instead) * Queries and results will appear on top according to the order you ran them.

2.13 13. Terminal view sectionScripts

This is the place where you can view queries and their results (in the terminal-like view, this looks like a traditional
terminal view)

2.14 14. Editor section

This is the section where scripts can be viewed and edited. Other files that are not scripts can only be viewed here, the
editor only allows read-only mode for those files.

2.12. 12. Query Input section 11
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2.15 15. Terminal hide control

This controls whether the terminal section is visible or not.

2.16 16. Terminal mode toggle control

With this, you can control the view of the terminal section. * If you prefer a more command line-like interface or a
rich GUI mode, you can select it by toggling this control

2.17 17. Terminal minimize/maximize control

As the name suggests, this can be used to minimize or maximize the terminal.

12 Chapter 2. Usage
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