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FortiGuard SOC Assessment Service .

Executive Summary

Today’s security operations centers (SOCs) and teams must be effective and

efficient, often despite limited resources, to maintain the organization’s lowest —%—
possible cyber risk. This can be especially challenging given today’s expanding A &
attack surface, sophisticated threat landscape, evolving network infrastructure,

and shifting business priorities. m

To ensure you have the adaptive, agile, and successful security operations you Today’s security operations
need, every aspect of your SOC’s people, process, and technologies needs to keep centers aren’t just defending the
up with the demands of the day and anticipate those of the future. But to achieve perimeter—they’re expected to
this, you need to be able to answer some critical questions: How do you assess move faster, see farther, and do
your SOC strategy? How do you know if your approach is the most effective? Are more with less!’

you optimizing your resources, retaining talent, and achieving the security efficacy
you had hoped and that your business requires?

Your answers to these questions can mean the difference between a business that can successfully meet the demands
of today’s digital marketplace and a disaster waiting to happen. But that’s easier said than done. The FortiGuard Security
Operations Center Assessment Service can help.

Is Your SOC Set Up for Success? Does Your SecOps Function Have a Mature Structure, Process, and
Planning System?

Enterprises are continually evolving, from adopting new technologies, managing employee turnover, and supporting new
business initiatives. The threat landscape is also changing, with sophisticated attacks designed to exploit your rapidly evolving
ecosystem. As a result, your security operations functions whether on-site, virtual, or hybrid (in location or ownership) must
be prepared for these changes. Ensuring you have a clear charter, appropriate governance and compliance processes, and a
personnel strategy that ensures you have skills and resources available when needed are all critical to your SOC’s success.

The first focus area of the FortiGuard SOC Assessment Service addresses the coherence of your structures inside and
outside the SOC. This assessment reviews your SOC goals, organizational processes, people planning, and governance and
compliance processes. For example, it checks that SOC positions are clearly defined and that staffing plans and

talent requirements exist to ensure and optimize the personnel needed for your established goals. Cost management
processes and budget forecasting are reviewed. And it ensures that appropriate regulatory compliance and privacy processes
have been established and a privacy impact assessment is in place.

How Comprehensive and Effective Are Your SOC Visibility and Related Processes? Can Your SecOps
Team Effectively and Swiftly Detect Malicious Activity?

Knowing that your SOC has solid security technology and tools and a sound hiring plan with requisite talent in place is essential. But
how do you know if the systems and personnel you have in place are adequate? The second phase of our SOC assessment focuses
on baselining your SOC’s tools and processes to determine their ability to effectively and quickly detect malicious activity.

Fortinet assessors consider the existence and maturity of your existing SOC tools and processes, including:

= The range and selection of use cases and their relevance

MITRE adoption and usage

The selection, maturity, and processes around SIEM, log aggregation, and XDR tools

The selection and use of detection tools

= Threat intelligence sources and the maturity of processes

SOC logging scenarios and usage
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= Vulnerability and patch management processes

= Threat hunting criteria, processes, and use

and Effectively to Incidents?

It is vital for every business to monitor for and protect against today’s growing
threat landscape, safeguard critical digital assets, and enable secure connectivity When asked, “What is
for employees regardless of where they choose to work. Given today’s dynamic
networking environments, a complete cybersecurity solution, continuously
updated with real-time information and able to span on-premises, cloud, and
remote resources and users, is crucial. Fortinet’s suite of essential cybersecurity
services can enable, enhance, and extend protection across your environment,
creating a solid foundation of security that allows you to compete effectively and

SOC Response Planning: Can Your SecOps Team Respond Swiftly ‘%

the greatest challenge
(barrier) with regard to

full utilization of your SOC
capabilities?” the SANS
2024 SOC Survey identified

securely in today’s digital marketplace. the top three areas as:
. . . = [ ack of automation and
SOC Maturity: Can You Substantiate the Value of, Sustain, and orchestration

- ?
Future-Proof Your SOC? T el s

An effective SOC must be agile and able to adapt continually to change. New requirements” and a “Lack of
technologies and automation are developed, threats evolve, and your network will skilled staff”

inevitably change. Our final SOC assessment category addresses these challenges
by exploring the activities that sustain your SOC'’s efficacy, helping to improve
responsiveness and adapt to new threats and technologies over time.

= | ack of enterprisewide
visibility?

Every SOC should have its key performance indicators (KPIs) defined and the

ability to generate and share reports substantiating its value and efficacy.

Vital to this are metrics that help SOC leaders understand the state of daily operations and trends, from event counts and false
positive rates to service requests and availability to the overall time to detect, contain, and resolve threats against expected
SLAs. This assessment addresses the SOC strategic plan and its long-term vision, metrics, staff training, exercises, and the
processes related to security tool assessment and acquisition.

The SOC Assessment Output: Measuring Efficacy and Improving Sustainability

With these four assessment areas in place, the FortiGuard SOC Assessment Service can provide your organization with
objective maturity scoring aligned to your SOC’s goals. It also provides a realistic roadmap for areas needing fortification or
improvement. With these insights and guidance, your SOC has a path toward achieving its highest potential, creating and
maintaining the most value for your business investment and having the greatest probability of sustained success.

Assessment Benefits, Output, and Value

Regardless of how the threat landscape unfolds, a successful SOC must align with business priorities and reduce organization
wide cyber risk while adapting to the ever-changing threat landscape and business needs. The FortiGuard SOC Assessment
Service helps optimize SOC investments, from tools and talent to staff time, aligns the SOC to business priorities, identifies
gaps or areas for advancement, helps the SOC retain valuable, scarce talent, and returns the most value for the business.
Doing so provides your security leaders with a path to evolving and sustaining the most valuable security operations function
possible to protect your business.

" Fortinet, Fortinet SecOps Summit 2025: Strategies, Solutions, and the Future of Security Operations, Fortinet Blog, June 12, 2025
2 SANS Institute, SANS 2024 SOC Survey: Facing Top Challenges in Security Operations, July 12, 2024.
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